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Basic security in home & office

Malware - Viruses, Worms and Trojans

Web Browsing

Network Connection

/
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Basic security in home & office

Malware - Viruses, Worms and Trojans

Patch
Web Browsing

Data Application

Network Connection
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Security Objectives

A Confidentiality
A Integrity
A Availability

The National Institute of Standards and Technology (NIST) adds

A Accountability

A Assurance / |
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Security Break incidents
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TJX: The worst ever loss
of personal data -

A In 2007, TIX's 45.6 million credit and debit card numbers were stolen from one of its
systems over a period of more than 18 months by an unknown number of intruders.

Scott broke into the TJX network in July 2005 through two wireless access points at a
TJX-owned Marshall's store in Miami. He used the access he gained to download
various commands onto TJX servers containing payment card data.

Scott later established a VPN connection between a TJX payment card transaction
processing server and a malicious server which he then used to upload various
sniffer programs for capturing transaction data as it was being processed. In all, Scott
received about $400,000 for his role in the thefts

Scott admitted to conspiracy, unauthorized access to compute

device fraud and identity theft. He faces a maximum of 22 y

million fine. Scott also will forfeit the $400,000 or Its from the
payment card thefts
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TJX Lesson Learned

Criminal hackers are part of a very mature
and multi-billion dollar industry that
reaches around the world. No organization
IS Immune to the threat.
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British Airways giveaway Hoax

-I_ZI_IIFII:' in! Brit C all, . =
don return frorm b ion in th i U can fiy to any Asian des Htlllrl rl—'tllrm l:'ruithl_ email to 10 pe l_l;lll-' 1r||1 WOLl

| | ravel BEFORE 315t October 2003, You will be contacted via email within 2 working days for wour full contact
and hooking details. Mote: one flight per persan only.

This hoax email promises free air travel in
exchange for forwarding emails. British Airways is
NOT running any such media campaign. The
company has been inundated with calls about this
"campaign" since the email began spreading.

mnovations GPLASIA




British Airways Lesson Learned

Hoaxers usually try every means available to make their lies believable

-- e.g., mimicking a journalistic style, attributing the text to a 'legitimate'
source, or implying that powerful corporate or government interests

have tried to keep the I nformation
reveal your privacy information to unreliable sources.

More hoax examples
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Defense Iin depth concepts

Data Security
\

Application Security
\

Host Security
\

Network Securlty

Authentication and password

|

J :

| security
|

|

Biometrics

Antivirus software
Firewalls (hardware or software)

Perimeter Securlty

Physical Security \

Policies, standards, procedures and awareness

Routers and Switches
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Security Testing
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Basic concept

Product = House

House Door /
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Basic concept

Product = Car

How much secure this door should be?
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Basic concept

Product = Refrigerator

== | How much secure this door should be?
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Basic Concept

Security is depends on the purpose of the products
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Level of Security

Security level

Dog house f

Department Store/ e-shop f f
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Security for assets or privacy?

gorapreces GPIASIA



Security Testing Approaches

Performing risk-based security
testing motivated by
understanding and simulating the

attacker 6s apg
*‘\

Testing security mechanisms to
ensure that their functionality is
properly implemented,

Expert and experienced QA Staff
Who can think like an attacker /
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Security in Non Functional
Testing

Non Functional Testing: how good the product functions?
I Usability
I Reliability
I Performance

'@v e Door Case
\ Q‘L

Functional Testing Non Functional Testing

- Can it open/close? - Is the lock located in proper position?

- Does the lock works with the pin/key? - What is the response time after enter pin?
- Pin verification reliability is acceptable?
- Robustness
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Type of Security Testing

A Dynamic security testing (run-time testing)
A Static security testing (static code analysis)
A Penetration Testing and Vulnerability Scanning
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Dynamic security testing

Dynamic Analysis, or "data tainting," involves

A Tagging actual data within a running program received from un-trusted
sources as "tainted,"

A Propagating the taintedness to any data derived from tainted data
A Detecting when tainted data is used in dangerous circumstances.

example, data tainting would
detect when any data derived
from unsanitized GET request
parameters is outputted within
HTML
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